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Abstract— While BGP routing datasets, consisting of
raw routing data, are fr eely available and easyto obtain,
extracting any useful information is tedious. Curr ently,
researcher and network operators implement their own
custom data processingtools and scripts. A single tool
that provides easyaccessto the information within large
raw BGP data-setscould be usedby both communities to
avoid re-writing thesetools eachtime. Mor eover, providing
not just raw BGP messages,but some commonly used
summary statistics as well can help guide deeper custom
analyses.Basedon theseobservations this paper describes
the �rst stepstowards building a scalabletool. We describe
the various techniques and algorithms we have used to
build an ef�cient generic tool called BGP-Inspect. When
dealing with largedatasets,datasetsize,lookup speed,and
data processingtime are the most challenging issues.We
describeour implementations of chunked compressed�les
and B+ tr ee indices that attempt to addressthese issues.
We then provide an evaluation of our implementations.
Finally, we provide some example scenarios and case
studieswhere BGP-Inspect can provide useful insight into
the management and operation of complex BGP based
networks. An ef�cient and �exible back-end custom BGP
messagedatabase,coupledwith an intuiti veand easyto use
web-basedquery fr ont-end makes BGP-Inspect a unique
and powerful tool.

I . INTRODUCTION

Route Views [1] and RIPE [2] provide someof the
mostextensive routing datasetsavailable.Eachof those
archivesprovide raw datacollectedfrom peeringsitesin
Europeand North America. The RouteViews archives
date back to 2001, while the RIPE archives date back
to 1999. Together, these archives comprise the most
extensive collectionsof datarelatedto theoperationand
performanceof theBGProutingprotocolon theInternet.

While thesesourcestogetherprovide roughly 66G of
compressedraw data,thereis no easyway for the net-
work operationsor researchcommunityto extract even

basicinformationquickly from the raw data.Obtaining
even basic information from the data requirescustom
scripts or tools that extract, collect, and analyze the
data. Answering simple questions,such as how many
uniquepre�xeswereannouncedby an AS over the past
month, requires the development of custom tools by
each network operator. Similarly, network researchers
attemptingto conduct analysison thesedatasetsface
the same problems. Moreover, most of the analyses
performedon thesedatasetsasksvery similar kinds of
question.

Thesebasicobservationsregardingthe utility of raw
BGP routing data motivated us to implement a tool
called BGP-Inspect.BGP-Inspectprovides the network
operationsandresearchcommunitypreprocesseddatain
an easyto useand consistentmanner. It also provides
somebasicstatisticson querieddata.While it doesnot
answerall questionsthat might be asked,we attemptto
build into BGP-Inspectthe ability to generatestatistics
for some common querieswhich can in turn help to
guidedeeperanalyses.ThoughBGP-Inspectis still under
development,the preliminary releaseattracteda large
amountof interestfrom the networking community. It
alsoprovided us with valuableinsight into the needsof
researchersandnetwork operators.

While attemptingto build this tool, we were faced
with several challenges.The primary challengeis build-
ing a systemthat can scale to handlesuch large raw
input datasets.Processinglarge amountsof information
requires that we use carefully chosenalgorithms and
techniquesto ensurea scalablesolution. In this paper
we describesomeof the techniquesthat helpedus to
implementa scalableBGP datasetprocessingandquery
system.We hope that other researcherscan make use
of our experiencesin their efforts to extract useful
informationfrom large BGP routing datasets.



The restof this paperis organizedasfollows. Section
II describessomerelatedwork in this �eld, bothprojects
that provide BGP routing dataaswell assomeprojects
thathave run analyseson this data.SectionIII describes
the overall architectureof the core messageprocessing
and query system,as well as speci�c techniquesthat
we usedto enhancethe scalabilityof our tool. We also
brie�y describethe user interface that allows usersto
quickly query the processeddata.SectionIV provides
results of our experimentsused to validate some of
optimizationmethodsthatwe useto build our processed
BGP messagesdatabase.SectionV describessomesim-
ple casestudiesthat illustrate how BGP-Inspectcan be
usedto helpin BGProutinganalysisandnetwork opera-
tional tasks.Finally, SectionVI presentsour conclusions
andoutlinessomeof our future work.

I I . RELATED WORK

There are various public archives where researchers
canobtainBGP routing datasets.The mostpopularand
extensive archives are maintainedby the University of
Oregon'sRouteViewsProject[1]. TheRouteViewsdata
archives containsdatagatheredfrom 40 BGP peers,at
various prominent locations on the Internet. Together,
thesearchivesprovidethemostcomprehensivecollection
of BGP routing datasets.

While the Route Views datasetsare composedpri-
marily of measuringpoints in North America,the RIPE
archives [2] are composedof messagescollectedfrom
peersin variouspartsof Europe.Both RIPE andRoute
Viewsprovideaccessto raw datasets.Additionally, RIPE
provides limited 3 month datasetsvia a query interface
aswell. Usingthequeryinterface,researcherscanobtain
raw updatemessagesfor their analysis.A similar service
is provided by the BGP Monitor project at MIT [3].
However, both of theseprojectssimply provide access
to the raw messages.Thereis no attemptto provide pre-
packagedqueriesor summarystatisticsbasedon theraw
datathat canguidenetwork operatorsandresearcherin
their analysis.While it is possibleto usetheseservices
to obtainraw BGP dataabouta particularpre�x or AS,
we then need to write scripts and parsersto answer
simple questionssuch as “how many unique pre�xes
were announcedby a pre�x?”, or “how many times
has the origin AS changedfor a particular pre�x?”.
BGP-Inspectis an attemptto provide answersto these
questionsef�ciently . Our goal in building BGP-Inspect
is to not only allow usersto query BGP archived data,
but to provide some simple analysisand statisticson
that dataas well. This can serve as a useful guide and
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a startingpoint for researchersandnetwork operatorsin
their own detailedanalyses.

In addition to the raw datasetarchives, there are
various projects that attempt to analyzeBGP datasets
in order to gain insight into its operationon a large
scale,as well as attemptsto detectanomalousevents.
BGPlay [4] displays animatedgraphs of the routing
activity of a speci�c pre�x. BGPlay animationsaide
in the understandingof how various updatesaffect a
speci�c pre�x. Similarly, the LinkRank Project [5] at
UCLA attemptsto analyzeBGP datasetsin order to
visualize BGP routing changesas well to deducethe
relative importanceof variousAS paths.Variousother
projects such as [6] [7] [8] [9] [10] [11] have also
attemptedto analyzeBGP performance.However, these
and other similar studiestend to focus directly on the
speci�c analysisthey areperforminganddo not put any
emphasison building generictools. By building BGP-
Inspect,we areattemptingto provide a generictool that
canbeeasilyusedandextendedby thenetwork operator
aswell asthenetwork researchcommunity. Someof the
techniquesand experiencesthat we have describedcan
also provide valuableguidancetowards building other
tools in a scalablemanner.

I I I . DATA M INING LARGE BGP ROUTING DATASETS

BGP-Inspectis composedof two parts.The�rst is the
coreBGPmessageprocessingsystemthat is responsible
for building a scalabledatabasethat storesBGP update
messages- BGPdb. The secondpart of BGP-Inspect
is the query API, the web interface,and the summary
statistics,that allows usersto extract information from
the messagedatabase.



A. ScalableBGP Database- BGPdb

Thoughother projectssuchas [2] have beenable to
usea standarddatabasesuchasMySQL astheback-end
for their system,discussionswith the operatorsof that
system,our own initial experiments,aswell asanecdotal
evidencerevealed that it was dif�cult to scaleeven a
simple databasecontainingjust information from BGP
messages.A genericdatabasesuchasMySQL cannotbe
optimizedto be able to effectively handlethe extremly
largeamountsof raw BGPdata.But we did'nt just want
to beableto simply storeraw BGPmessages,we wanted
to provide usefulsummarystatisticson the dataaswell.
This led usto considera customdesignwhich we would
optimize to be specially suitable for the propertiesof
BGP messages.Our goal was to optimize query time
performance,and at the sametime be able to scaleto
handleextremly large volumesof data.

The architectureof our design is illustrated in Fig-
ure 1. The BGPdb core consistsof 3 databases:the
updatemessagedatabase,the AS pathdatabase,andthe
community database.In addition, there are per pre�x
and per AS indicesthat referencethesedatabases.The
indiceshelp speedup queriesof thesedatabases.

In order to build BGPdbwe neededto processlarge
amountsof BGP routing data. Doing this ef�ciently
requiresus to optimize several different componentsof
the overall system.Someof the key designfactorsare
disk usage,data loading ef�ciency, query processing
time, andusability of the processeddata.

To optimize disk usage,we eliminateredundancy in
the BGP routing data.From experience,we know that
large numbersof updatemessagessharecommon�elds,
therefore in BGPdb we store these �elds separately
from our processedversionsof the updatemessages.
To further minimize the disk usage,we usea chunked
compressed�le to storethesedatabases.

Data loading and processingis an important com-
ponent of the overall system.In order to processthe
existing BGP datasetandconvert it into our format, we
needto processeachupdatemessage,storethe relevant
informationfrom it into our databases,and�nally update
our indices.To make this processmoreef�cient we use
simplecachesthat storerecentlyusedinformation.This
speedsup the processof locating the relevant entry in
the ASPATH andCOMMUNITY databases.

Query processingtime is a key factor of the system.
The query interface is the public interface to BGPdb;
it will be useddirectly only by thoseusersperforming
custom analyses.Once again, we utilize the fact that
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most queriesare either pre�x or AS basedto build B+
tree indicesthat speedup queries.

Last but not the least, we need to pay particular
attentionto the usability of the processeddata.We need
to ensurethat our processingsystemdoesnot abstract
out or deleteany informationfrom the original datathat
might be important.

In thefollowing subsectionswe provide furtherdetails
regardingthesekey componentsof BGPdb.

1) Chunked CompressedFiles: Oneof the �rst steps
towardsconverting a large volume of data into a more
manageablesize is to eliminateredundancy. In the case
of BGP routing updatemessages,thereis an enormous
amount of redundantdata. Often, the only difference
betweenupdatemessagesis in the timestampsat which
the messageswas transmitted.This redundancy implies
that the datais extremelycompressible.

The raw dataarchivesgenerallystoredatain a com-
pressedformat,however in orderto performany analysis
we needto both uncompressthe dataandrun queriesto
extracttherelevantportions.Thereis a tradeoff between
makingdataeasilyavailableanddisk usage.

In an attemptto minimize the amountof disk space
andat the sametime have the ability to extract relevant
dataquickly, we have implementedchunkedcompressed
�les. A chunked compressed�le is a �le that is divided
into sectionscalled chunks.Eachchunk is individually
compressed.The format of a chunked compressed�le
is shown in Figure2. Eachchunkheadercontainsinfor-
mation that describesthe following compressedchunk.
This allows us to quickly identify which compressed
chunkcontainsthe relevant information.The last chunk
is maintaineduncompressedto speedup datainsertion.
The �le headercontainsa referenceto this last chunk.
Thoughchunkedcompressed�les give usslightly worse
compressionratios than one would get by compressing
the entire �le, they provide us with much needed�e x-



ibility by allowing us to navigate and accessselected
portionsof the �le without having to decompressparts
that arenot required.

Data insertion into a chunked compressed�le is a
simple operation. Data is only inserted into the last
chunk of the �le. As this chunk is uncompressedthe
insertoperationis simpleanddoesnot requireany other
modi�cations to otherpartsof the �le otherthanthe �le
header. Oncethelastchunkreachesa presetlimit of how
many recordscan be insertedinto a chunk, that chunk
is then compressedand a new uncompressedchunk is
createdfor new entries.

Querying for data in a chunked compressed�le is
also fairly simple. Knowing the record id which we
are trying to access,we start at the top of the chunk
�le. We step through all the chunk headersand �nd
the chunk that containsthe recordid. Oncethe relevant
chunk is located,only this chunk is read into memory
and uncompressed.Onceuncompressed,we can easily
�nd the recordcorrespondingto the recordid. It should
be notedthat thoughthis is the currentimplementation,
it is perhapsnot the bestway to searchthroughthis a
large �le; this linear searchcan be a performanceand
scalabilitybottleneck.We arelooking into alternateways
of organizingthis information.Onemethodmight be to
createper-weekchunked �les, this will limit how large
each�le canget.This methodis similar to theapproach
we usedto limit thesizeof our B+ treeindicesdescribed
in the next subsection.

The choice of the chunk-sizeis a key parameterin
constructingan ef�cient chunked compressed�le sys-
tem.Thelargerthechunk-sizethebetterthecompression
ratio would be. However, therewould be a degradation
in query performanceas a larger chunk would needto
be decompressedto locatea single record. In the next
sectionwe describesomeexperimentsanddiscusshow
sensitive theachievedeffective compressionratiosareto
the choiceof this parameter. We alsodiscussthe impact
this hason queryprocessing.

2) B+ Tree BasedIndices: Once we have reduced
the redundancy in the dataset,the next step is imple-
mentingan indexing schemeto ef�ciently �nd and use
meaningful subsetsof this data. In the caseof BGP
updatemessages,�nding messagesoriginating from a
givenAS or advertisinga givenpre�x arebothexamples
of meaningfulsubsets.We utilize the fact that common
queriesare mostly pre�x basedor AS basedto build
our indices. In addition, we realize that most queries
will have a time component.After some preliminary
experimentswith variousdatastructures,we settledon

B+ treesas the building blocksof our indices.
A B+ tree is a popularly usedindexing schemede-

signedto allow quick insertionandretrieval of key/value
pairs [12]. More importantly, B+ trees are specially
useful for on-disk accessand are used in many �le
systems.They have been extensively studied and are
usefulfor quick lookups.A B+ treeis similar in structure
to a B treeexceptthatit containsasecondaryindex. This
secondindex allows linear traversalof leaf nodes,which
is suitablefor rangequeries.

Our implementationof the B+ treeusesthe date�eld
of theBGP updatemessageasthe key. Thevaluestored
alongwith the key is a recordid number. This recordid
referencesthe actualupdatemessagewhich is storedin
the chunked compressed�le describedin the previous
section.

Basedon our expectedcommoncasequeries,we build
two separatesetsof B+ treeindices.Onefor pre�x based
queriesand the other for AS basedqueries.A separate
index is generatedfor eachuniquepre�x, aswell asfor
eachAS. As new update�les are loaded,eachupdate
messageis processedin turn. TheB+ treecorresponding
to eachpre�x referencedin a particularupdatemessage
is updatedto re�ect the new entry. Similarly, the origin
AS is computedfor announcemessages,andtheB+ tree
index for that AS is alsoupdated.

A simple pre�x or AS basedquery would specify a
time range for which updatemessageswere required.
Basedon the query pre�x or AS, the appropriateB+
tree index is accessed,and the relevant record ids are
obtainedby querying the index using time as the key.
These records are then read from the corresponding
chunked compressed�les.

3) Input Data Processingand Caching: Due to the
large volumesof datathat we needto process,the data
processingthat we perform on the raw input datamust
be optimized.

Input processingconsistsof readingeachupdatemes-
sagefrom the raw BGP updatemessage�les. A lookup
is performedto determinewhich peer originated that
message.This lookup determineswhich databasewe
will useto store the �nal processedmessage.We have
3 separatehashtablesto cachefrequentlyusedvalues
for eachof the 3 databases:updaterecord, ASPATH,
andCOMMUNITY. From the input messagewe extract
the ASPATH and COMMUNITY attributes. A lookup
is performedinto the the 2 hashtablesthat storethese
valuesto determinewhetherthis entryhasrecentlybeen
used.If it has, the hashtablesprovides the record ids
of the matchingentriesin the databases.Oncewe have
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theseids a third hashtable lookup is performedon the
entire updaterecord, which includes theserecord ids.
This lookupdeterminesif theupdaterecordexists in the
updaterecorddatabaseor if it needsto be added.This
lookup returnsa single record id which identi�es our
re-constitutedupdaterecord.

Oncewe have eitherinsertedthe updatemessageinto
thedatabase,or determinedwhich recordid indicatesthe
entry in thedatabasewhereit is stored,we thenproceed
to updateour B+ tree indices. From each raw input
updatemessagewe extract theaffectedpre�x, theorigin
AS, and the time of the announcement.Thesevalues,
togetherwith the record id obtainedfrom the database
insert,areusedto updatethe B+ tree.The pre�x/origin
AS indicateswhich B+ tree we should use, the time
�eld is usedas the key, and the record id is usedas
the value that is associatedwith that key. In sectionIV
we discussessomeexperimentalresultsthat indicatethe
effectivenessof our cachingscheme.

B. BGP DatabaseQueryProcessingand Statistics

Theoverall designof BGP-Inspecthasbeenmotivated
by the needto make queriesef�cient. The BGP-Inspect
userinterfacepresentsuserswith the option of running
2 different types of queries.The �rst type of query is
calleda global query, the secondtype of queryis called
a raw dataanalysisquery. A globalqueryis a querythat
summariesdataacrossa wide rangeof data,whereasa
raw dataqueryis a querythatseeksdetailedinformation
aboutspeci�c AS numbersof pre�xes.The basicquery
web front-endis shown in Figure3. The top portion of
the pagedisplaysthe interfacefor global queries,while
the bottomhalf is for raw dataqueries.

Fig. 4. QueryResultsfor Most Active AS NumbersQuery

1) Global SummaryQueries: BGP-Inspectcurrently
providesa basicsetof � ve global querieswhich canbe
runoveravarietyof time intervals.Thesequeriespresent
a datasummarydistilled out of large amountsof data.
The currentlysupportedqueriesare:

� Most active AS numbers
� Most active pre�xes
� Pre�xesmostannounced
� Pre�xesmostwithdrawn
� Pre�xeswith themostnumberof origin AS changes

A global query is composedby selectinga routeviews
peer, a query type, anda duration.For examplea valid
querymight be:”as seenby Level 3, whatwerethemost
active AS numbersover the last 3 days”. This query
will result in a reply containing a table that lists the
top twenty mostactive AS numbersasobserved on the
routeviews peeringsessionwith Level 3. Figure4 shows
an exampleof the result of this query. The table in the
�gure shows the top twenty most active AS numbers
terms of the numberof updatemessagesgeneratedby
them. The table lists the AS number, the AS name,as
well asthetotal numberof announcemessagesfrom that
AS. A similar resultspageis generatedfor theotherfour
types of queriesas well. As the other queriesare all
essentiallypre�x basedqueriesthe resultingtable lists,
thetop twentypre�xesin eachcategory, thetotalnumber
of announcemessagesfor that pre�x, the number of
withdraw messages,aswell asthe total numberof times
the origin AS of that pre�x changed.

Globalsummaryqueriesrequireusto collectstatistics
from a very large number of entries in the database.
For example, a simple query of the most active AS
over the last seven days would require us to access



Fig. 5. QueryResultsPagefor Speci®cAS NumberQuery

database�les for eachAS numberover all seven days
for eachrouteviews peer. However, the static natureof
these queries helps us addressthis dif�cult problem.
Thesequery results remain the sameacrossall users.
They are presentinga global overview of BGP activity.
Basedon thisobservationwecanpre-computetheresults
for thesequerieseachtime the databaseis updatedwith
new dataandsave the resultsin a separate�le for quick
lookups at query time. The current version of BGP-
Inspectavailable at http://bgpinspect.merit.eduupdates
theBGPmessagedatabaseonceperday. Thesestatistics
areupdatedautomaticallyright after thedatabaseupdate
completes.

2) Raw Data Analysis Queries: Raw data analysis
queriescanbe of threedifferent types:

� AS number
� Pre�x
� Pre�x morespeci�c

Thesequeriesare composedin the bottom half of the
web basedquery interface. Users select a routeviews
peer, the query type, enter the query value in the text
�eld, and�nally selectthestartandendtimesfor which
this query should be run. For example a valid query
might be: ”as seenby Level 3, what were the update
messageannouncementsoriginatedby AS 237 between
July 25thandAugust1st2005”.This querywill resultin
a reply that lists all of theupdatemessagesstoredin the
messagedatabase.In additionasummarystatistictableis
shown at the top that summarizessomebasicproperties
of the reply dataset.A simple graph at the top of the
pagepresentssomebasic per day activity information
aboutAS 237. An exampleof the resultingpagefrom
thisqueryis shown in Figure5. The�gure showsthatAS

237announceda total of 45 uniquepre�xesin a total of
137 updatemessagesduring the query duration.Some
of the other dynamically computedsummarystatistics
include,total numberof updatemessagesin queryreply,
numberof uniquepre�xesandAS numbers,completelist
of uniquepre�xesandAS numbers,minimum/maximum
ASPATH length,and the query run time.

Raw data analysisqueriesare fundamentallydiffer-
ent from global queries.Raw dataqueriesdynamically
accessthe BGP messagesdatabasein order to extract
the relevant updatemessages.This is whereour useof
B+ treesenablesus to rapidly run queriesthat would
result in large responseset. AS queriesare generally
simpler, we simply usethe AS numberprovided by the
userto determinedirectly which AS B+ treewe should
query. Pre�x queriescanbe morecomplex, for example
userscanaskfor not only a speci�c pre�x, but alsoany
pre�xes that are more speci�c than the one they query
for.

In orderto quickly locateboth the B+ treeassociated
with a particularpre�x along with thosemore speci�c
pre�xes, we use a binary index �le naming scheme.
Using our scheme,eachper-pre�x B+ tree�le is named
with the binary equivalent of that pre�x. With this
convention in placelocating a particularpre�x is fairly
straightforward; we convert the querypre�x into binary
and use that as the B+ tree �lename. For a query that
wasattemptingto look for morespeci�c pre�xes,we can
usethebinary �lenamesto determinewhich pre�xesare
morespeci�c than the querypre�x.

Most querieshave an associatedtime rangecompo-
nent.We useB+ tree lookupsto quickly determinethe
startandendrecordmatches.In orderto extractthecom-
pletesetof all therecordsin this range,wesimply follow
the links betweenthe recordsfrom the start time until
we reachthe end time. The following sectionpresents
experimentalresultsthatillustratetheperformanceof our
B+ treequeryprocessingimplementation.

IV. EXPERIMENTS AND ANALYSIS

In this section, we describesome experimentsand
measurementsthat we have conductedin order to eval-
uatethe performanceof our implementationof the BGP
updatemessagedatabase.We usedRoute Views BGP
datasets[1] for the month of January, 2005. Different
portionsof this month long datasetwereusedasneces-
sary to evaluatedifferentpartsof BGPdb.

The Route Views datasetscontain BGP information
collectedfrom 40 differentpeers.For our evaluationwe
focusedoninformationfrom thefollowing 5 majorpeers.



� 12.0.1.63- ATT
� 4.68.0.243- Level3
� 66.185.128.1- AOL
� 144.228.241.81- Sprint (Stockton)
� 208.51.134.253- Global Crossing
Table I shows the numberof messagesprocessedfor

all 5 peers,for each week in our dataset.In all, the
4 weekdatasetcontains10.01Million updatemessages
from the 5 peerslisted above. It is important to keep
theseper weekmessagecountsin mind as we examine
the performanceof BGPdb. For example, week 4 has
more thandoublethe numberof messagescomparedto
week1 which needsto be factoredinto our analysisof
the results.

Week Messages Cumulative MessageCount
1 1.74M 1.74M
2 2.44M 4.18M
3 2.15M 6.33M
4 3.68M 10.01M

TABLE I

THE INPUT DATA SET

A. Evaluationof Chunked CompressedFile Mechanism

Our �rst set of experimentsattemptedto examine
the chunk-sizeparameterassociatedwith our chunked
compressed�le implementation.The chunk-sizeparam-
eter controls the numberof recordscontainedin each
compressedchunk.The larger the chunk-size,the better
the compressionratio will be,however, the larger chunk
size will also result in a much larger uncompressed
last-chunk.We ran experimentsusing the �rst 2 weeks
of January2005 as the input dataset.For each run
we usea different chunk-size.For eachexperimentthe
compressionratio achieved is recorded.Figure6 shows
a graphof theserecordedcompressionratios.Thegraph
showshow the�lesize growsasa functionof thenumber
of messagesprocessed.As expected, the two largest
chunk sizesshow the greatestcompressionratios, and
the resultsfor a chunk-sizeof 2048 and 4096 records
per chunkarevery similar. Therefore,it seemsa chunk-
sizeof 2048 is adequatefor our input data.

B. EvaluatingB+ TreeIndices

The goal of the B+ tree indicesis to quickly returna
setof recordsqueriedby pre�x or AS while minimizing
the amount of extra storagespaceused. Once again,
the con�icting goals of small storagespaceand fast
lookups drive the parameterselection.Our secondset
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of experimentsattemptedto evaluatethe sensitivity of
index sizesand query speedsfor 5 different valuesof
block sizes.For this setof experimentswe usedthe �rst
2 weeksof January2005as the input dataset.

For eachblock size,we load the 2 weekinput dataset
andgeneratetheB+ treeindices.After theloadhasbeen
completed,the overall sizeof the databaseandthe time
to query the entire rangeof the databaseis recorded.
For our experiments,we ranqueriesfor the5 largestAS
indicesover theentire2 weekdatasetresultingin a total
of 130K returnedentries.The total time to return these
entrieswas also recorded.Since the time to query the
entire databaseis the worst casequery, it representsa
goodbenchmarkto determinethe speedof the B+ tree.
Thesizeof thedatabaseis measuredto determinewhich
block sizeminimizesdisk use.

Block Size Total QueryTime DatabaseSize
512 0.241593s 6,114M
1024 0.174691s 6,092M
2048 0.147330s 6,070M
3072 0.142825s 11,802M
4096 0.133109s 11,800M

TABLE II

B+ TREE QUERY PERFORMANCE

TableII summarizestheresultsof our experiments.As
the block size increasesthe time to query the resulting
indicesalsodecreases.Using a larger block size results
in moreshallow B+ treesresultingin fasterquerytimes.
However the sizeof the resultingdataset�rst decreases
then increasesas the block size increases.For smaller
valuesof block size increasingthe block size resultsin
fewer nodesbeingcreated,resultingin savings in terms
of size. For larger valuesof block size, increasingthe
block size only resultsin more empty slots in the tree.
Basedon theabove data,thechoiceof 2048astheblock



size seemsto be appropriatefor our input datasetas it
providesthebestcompromisebetweendatabasesizeand
query time.

C. Impactof Caching

Cachingplaysanextremelyimportantrole in enhanc-
ing the performanceand scalability of BGPdb. This is
becauseof the large similarities that exist betweenraw
updatemessagesinside the BGP datasets.BGPdbuses
caching to speedupboth record insertion as well as
queries

Our initial caching schemewas a simple one level
schemewhere we would cachethe entire BGP udpate
message.This method required very large cachesto
achieve even small hit rates.To �x this shortcoming,
the messageswere broken into 3 parts and eachpart
was cachedon its own. We then ran experimentsto
evaluateand measurethe effectivenessof our caching
schemeusinga datasetcomposedof the �rst two weeks
of January2005.The resultsof areshown in Table III.

In addition to the speedup in data insertion and
queries,a cachealso helps us to decreasedisk usage.
As we cacheentriesthatwe have inserted,futureentries
simply refer to the earlier entry. The impact shown in
Table III upon storagecostsis signi�cant. In addition,
Table III describesour cachehit ratios. The cachethat
storesCOMMUNITY information from the raw BGP
updatemessageshasa 99% hit rate. The resulting �le
sizewasonly 100K insteadof the expected126M. This
clearly indicatesthe importanceof usinga cache.

Type Hit Bytes Database Compression
Ratio Saved Size Rate

Update %42.14 210M 93M %75.82
AS Path %69.24 139M 15.2M %75.85

Community %99.23 126M 100K %93.37

TABLE III

SUMMARY OF CACHING IMPACT

D. Scalability

While attempting to characterizethe scalability of
BGPdb, we attempted to determine if there was a
slowdown in our messageprocessingrate over time.
Figure 8 shows the performanceof BGPdb over a 1
month long input dataset.This datasetrequiredroughly
24 hours to processand convert into our modi�ed
format. The graphs in the middle of Figure 8 shows
the time taken to processblocksof 10,000BGP udpate
messagesfrom the raw BGP datasetover time. Initially
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we were concernedby the large spikes in the graph,
however detailedexaminationrevealedthat thesespike
were perfectly correlatedwith spikes in the numberof
databaseand index insertions.This implies that these
spikesareactuallya resultof increasedprocessingload
on BGPdb by those particular updatemessages.This
probably indicatesBGP messageswherea single mes-
sageannouncedor withdrew a large numberof pre�xes.
Basedon Figure8 BGPdbseemsto beperformingfairly
well thoughit doesnot appearto becompletelyscalable
yet. We are still investigatingparticular enhancements
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to the currentsystem,asdescribedin SectionIII.A.1 on
chunkedcompressed�les, which we believe will further
improve performance.

The B+ tree based indices in BGPdb appear to
scaleextremely well. Figure 7 shows the rate at which
messageswere insertedinto the B+ tree indices as a
functionof the total numberof messagesprocessed.The
performanceseemsto be fairly steadyimplying stability
in the performanceover time.

E. ExternalFactors

Building a scalableBGP datasetprocessingsystem
is a dif�cult task. Aside from the needto useef�cient
techniquesand algorithms we also need to be aware
of and work around several external factors that can
have an impacton theperformanceof our system.Since
the processesare likely to be I/O bound,someof the
key factorsbeyond the designthat impactscalabilityare
�lesystem choice (ReiserFS,ext3, or HFS+), and disk
speed.We ran several experimentsto shedsomelight
on thesefactors.

Figure 9 shows a comparisonof the performanceof
BGPdbwhendifferent �lesystemsareused.We experi-
mentedwith ReiserFS,HFS+,andext3. It is interesting

Fig. 11. Raw DataQuery for AS9121

to note that the performanceof ReiserFSand HFS+ is
similar, which ext3 performsconsiderablyworse.

The BGPdbmessageprocessingsystemusesa large
number of index �les. This brings to light some in-
terestingtradeoffs which in�uence our systemdesign.
Initially, we basedour designon maintainingsingleper-
pre�x and per-AS indices, however, as these�les get
large performancedegrades.Next, we moved to using
per-week index �les for these indices. However, this
now resultsin the creationof a large numberof inodes.
Interestingly, ReiserFS�lesystem performanceseemsto
deteriorateasa large numberof �les arecreatedwithin
a single directory. The next step was to create these
per-week indicesin separatedirectories,which resulted
in a much more scalablesystem.Figure 10 shows the
performanceof BGPdb in terms of insertions/secas a
functionof thenumberof messages.Weekly, boundaries
canbeclearlyseenin thegraph.Eachtimewestartusing
a new directoryperformanceimprovesanddropsasthe
numberof �les in that directory increase.

V. CASE STUDIES

In this sectionwe illustrate with the help of speci�c
exampleshow BGP-Inspectcanbe usedto help identify
anomalousrouting events,as well as for forensicanal-
ysis. We use two examples,the AS9121 route leakage
incidentfrom December24th 2004,anda pre�x hijack-
ing event on February10th 2005.



Fig. 12. Raw DataQueryPre®x 35.0.0.0/8

A. RouteLeakage – AS9121Incident

TheAS9121routeleakageincidentis oneof themost
recentexamplesof widespreadBGP instability caused
by a single mis-con�gured BGP session.At roughly
9:20 UTC on December24th, 2004,AS9121began re-
originating a large numberof globally routed pre�xes.
We loadeddataobtainedfrom routeviews for this time
period(Dec 22th andDecember25th) into BGP-Inspect
andattemptedto determinehow BGP-Inspectmighthave
provided valuableinformationaboutthis event.

Oneof the earliestsignsof troubleemergeswhenwe
examine the global summaryquery results for ”Most
Active AS Numbers” for the last two days. AS9121
shows up on this list at number 11. This is the �rst
indication of potential problem. Next running a raw
dataquery for routeviews peer, AT&T, for AS number
9121, over the time period December23rd 2004 to
December25th 2004,we seethatAS9121is originating
5628 unique pre�xes in a total of over 20K update
messages.Figure 11 shows the query result page.This
by itself doesnot indicateanomalousbehavior, we need
to know what the behavior of this AS is like on other
days.Therefore,next we repeatthe query for the time
range December22nd 2004 to December24th 2004.
This shows, AS9121only originating17 uniquepre�xes
with only about50-150updatemessagesper day. This
clearly establishesthat AS9121is exhibiting anomalous
behavior on December24th.

The next step for a network operatormight be to
determineimpact on their own networks. Returningto

the main query page and running a raw data query
on their speci�c pre�x would return this information.
Figure 12 shows an examplewherewe ran a query for
the pre�x 35.0.0.0/8for the time periodDecember24th
2004 to December25th 2004. The top portion of the
�gure displaysa summarygraph that shows that there
were two BGP announcemessagesfor this pre�x on
December24th.The bottomportion of the �gure shows
atablecontainingsummarystatisticsfor ourquerywhich
clearly lists that this pre�x wasannouncedby 2 unique
origin AS numbers.It also lists this pre�x as being
originatedby AS 9121andAS 237overthequeryperiod.
This shows us that this pre�x was indeedaffected by
this incident, atleastas seenby AT&T. Repeatingthis
query for other routeviews peersshows that only AOL
andSprintreportthis pre�x ashaving beenoriginatedby
2 origin AS numbers.Level 3 andGlobalCrossingonly
seethis pre�x originatedby AS 237 which is correct
origination for this pre�x. This example demonstrates
thatby runninga sequenceof queriesusingBGP-Inspect
a network operatoris easily able to obtain information
aboutroutinganomalies,whetherthey areimpactedby it
andsomeestimatesabouthow widespreadthe anomaly
is. This combinationof functionality andeaseof useis
not availablevia any of the existing BGP tools.

Using BGP-Inspectit is possible to easily perform
even more detailedanalysisof this event. For example,
by repeatingour raw data query for AS 9121 for the
time rangeDecember24thto December25thfor various
routeviews peers,and checking to see the number of
unique pre�xes originatedby this AS number, we can
seethatsomenetworks,wereaffectedto a muchsmaller
degreethanothers.The Sprint routeviews peerinforma-
tion for exampleshows AS 9121 as having originated
8K uniquepre�xes,Global Crossingshows 7.5K, AOL
12K, and Level 3 only 3.7K unique pre�xes. We can
perform even more detailed analysisof the event by
modifying the query time interval. By changing our
querytime interval to querydatafor 1 hour intervals,we
seethat thereappearto have beentwo separateincidents
not just one. The �rst incident occurredbetweenthe
hours of 9-10 UTC and the secondincident between
the hoursof 19-20.TableIV lists the numberof unique
pre�xesannouncedby AS9121asseenby the SPRINT
routeviews peer.

It should be noted that not only does BGP-Inspect
list the summarystatisticswe have cited in the previous
analysis,but it lists thecompleteupdatemessagesaswell
includingtimeof announcement,thesetof pre�xesin the
updatemessage,the ASPATH, and the COMMUNITY.



This providesvaluableinformationthatcanhelpidentify
potential sourcesof routing anomalies.Providing net-
work operatorswith this powerful capability in an easy
to useform canhelpenhancethesecurityandrobustness
of the Internet.

B. Pre�x Hijacking

Our secondexample is basedon an accidentalroute
hijacking incidentthatoccurredon February10th,2005.
A classC pre�x 207.75.135.0/24was announcedinto
BGP by AS 2586. This pre�x is actually part of the
larger 207.72.0.0/14underthe control of AS 237. Once
again, we try to show how BGP-Inspectcan help in
the analysisof suchevents.The query type mostuseful
for this type of an event is a raw data analysisquery
of type ”pre�x more speci�c”. This queriesthe BGP
messagedatabasefor all pre�xesmorespeci�c thanthe
one speci�ed. In this casethe query is for the pre�x
207.72.0.0/14.The resultingresponsepageis shown in
Figure13. The summarystatistictableat the top of the
pageclearly lists, that therewere2 pre�xesthatmatched
thisquery. It listsboththe/14aswell asthemorespeci�c
/24 pre�x. It alsoshows that thereweretwo uniqueAS
numbers237 and2586originating thesepre�xeswhich
is anindicationof a potentialpre�x hijack event.Next in
orderto determinethescopeof this event,we repeatour
queryon the differentrouteviews peers.We seethat this
pre�x hijack was indeedvisible in all thosenetworks.

Closer examinationof the updatemessageslisted in
theBGPmessagetable,we areeasilyableto identify the
speci�c updatemessagethat causedthe pre�x hijack.

Time (UTC) Numberof UniquePre®xes
07-08 0
08-09 0
09-10 4604
10-11 56
11-12 804
12-13 56
13-14 196
14-15 159
15-16 34
16-17 92
17-18 54
18-19 172
19-20 4496
20-21 229
21-22 15
22-23 0

TABLE IV

NUMBER OF UNIQUE PREFIXES ORIGINATED PER HOUR BY

AS9121 ON DECEMBER 24TH 2004

Fig. 13. Raw DataQueryfor Pre®x207.72.0.0/14andMore Speci®c
Pre®xes

In this casethere was an updatemessageat 11:48:28
which mistakenly announcedthe /24 pre�x. Querying
BGP-Inspectfor AS 2586 for Feb 7th 2005 to Feb
13th 2005,shows who the originator is. It also reveals
that on Feb 20th 2005, they originated80 BGP update
messages,whereasthey usuallyonly originatelessthan
10 messagesper day. This seemsto indicatea possible
router recon�guration.Also listed is the withdraw mes-
sageat 19:22:14which reverted the mis-con�guration.
This exampleshows how network operatorscanbene�t
by having a globally accessiblerepository of easy to
queryBGP updatemessages.

C. CommonNetworkManagementTasks

Common network managementtasks are easily ac-
complishedwith BGP-Inspect.Propertiessuch as con-
nectivity, historical origin AS, and averageBGP UP-
DATE frequency are quickly determined.Eachof these
propertiesaredeterminedby setting2 dialog boxes,en-
teringa singlevalue,andclicking a button.For example,
how eachof the loadedpeersget to a speci�c pre�x
involvesselectingall interestedpeers,selectingthequery
type(Pre�x-Exact),enteringthepre�x, selectingthedate
range,and, �nally , submitting the query. The response
will show an aggregateview, showing the frequency of
updatemessagesrecieved at each peer (for the given



pre�x), and tabsfor eachpeer, giving a full accountof
updatemessagesrecieved.Theotherpropertiesareeither
infered from this responseor completedin a similar
way. While the type of information presentedfor day
to day network managementis not unique, the speed
andeaseat which BGP-Inspectdeliversthe information
is optimized.

VI. CONCLUSIONS AND FUTURE WORK

Therehasbeenanincreasingawarenessof theneedto
usedatacollectionandanalysisto studytheperformance
of various Internet protocols.This has resultedin the
deploymentof large scaledatagatheringinfrastructures.
However, it is dif�cult to extractusefulinformationfrom
large raw datasets.Analyzing largedatasetsrequiresone
to usetools, techniquesand algorithmsthat are able to
scaleto handlesuchlarge input datasets.

In this paper we have describedour experiencein
attemptingto build a scalabletool for mining largeBGP
routingdatasetsaswell asin building aneffective query
mechanismfor this information.In particular, the useof
chunked compressed�les and B+ tree indices enables
us to balancethe needfor compressingthe datawhile
allowing us to extract information quickly via scalable
queries.The use of an extremely simple and intuitive
interfaceto composepowerful queriesis alsoimportant.
BGP-Inspectprovidesnot only raw updatemessagesin
responseto queries,but also computesstatisticswhich
summarizethe information. We hope our experiences
will provide a valuable guide to others attemptingto
build similar systems.We have describedsomeexample
scenarioswhere BGP-Inspectprovides valuable infor-
mation about anomalousevents easily. Current BGP
tools lack the ability to allow such powerful analysis
of anomalouseventsin suchan easyto usemanner.

We have releasedan initial versionof our tool, BGP-
Inspect [13], [14] and have received valuable feed-
back from the network researchand operator com-
munities regarding its featuresand usability. We are
incorporating this information into the next release.
BGP-Inspect is currently available via our website
http://bgpinspect.merit.edu.It is updatedonadaily basis.
We are continuingto investigatethe scalability of both
the BGP-Inspectback-endupdatemessagedatabase,as
well as the query front-end. We are also working on
adding addition query capabilitiesand statisticswhich
will serve to further enhanceits utility.

REFERENCES

[1] University of Oregon RouteViews Archive Project.
http://www.routeviews.org.

[2] RIPE-NCC. Routing InformationServiceProject.
http://www.ripencc.org/projects/ris/tools/index.html.

[3] N. Feamster, D. Andersen,H. Balakrishnan,and F. Kaashoek.
BGP Monitor. http://bgp.lcs.mit.edu/.

[4] BGPlay. http://bgplay.routeviews.org/bgplay/.
[5] M. Lad,D. Massey, andL. Zhang.LinkRank:A GraphicalTool

for Capturing BGP Routing Dynamics. IEEE/IPIF Network
Operationsand ManagementSymposium(NOMS), April 2004.

[6] Z. Mao, R. Govindan,G. Varghese,and R. Katz. RouteFlap
DampingExacerbatesInternetRoutingConvergence.Proceed-
ings of ACM SIGCOMM, November2002.

[7] A. Feldman,O. Maennel,Z. Mao, A. Berger, and Maggs B.
Locating Internet Routing Instabilities. Proceedingsof ACM
SIGCOMM, August2004.

[8] N. FeamsterandH. Balakrishnan.DetectingBGPCon®guration
Faults with Static Analysis. 2nd Symposiumon Networked
SystemsDesignand Implementation(NSDI), May 2005.

[9] D. Andersen,N. Feamster, S. Bauer, and H. Balakrishnan.
Topology Inferencefrom BGP Routing Dynamics. Proceed-
ingsof SIGCOMMInternetMeasurementWorkshop, November
2002.

[10] XenofontasDimitropoulos,Dmitri Krioukov, Bradley Huffaker,
kc claffy, andGeorge Riley. Inferring AS Relationships:Dead
End or Lively Beginning? Fourth Workshopon Ef®cient and
ExperimentalAlgorithms(WEA), 2005.

[11] Andrea Carmignani, GiuseppeDi Battista, Walter Didimo,
FrancescoMatera,andMaurizio Pizzonia.Visualizationof the
AutonomousSystemsInterconnectionswith HERMES. Pro-
ceedingof Graph Drawing, 1984:150–163,2001.

[12] R. BayerandE.M. McCreight. OrganizationandMaintenance
of Large OrderedIndexes. Acta Informatica1, pages173–189,
1972.

[13] BGP::Inspect.http://bgpinspect.merit.edu.
[14] M. Karir, D. Blazakis,L. Blunk, andJ. Baras.Tools andTech-

niquesfor theAnalysisof LargeScaleBGPDatasets.Presenta-
tion at North AmericanNetworkOperators Group(NANOG-34)
BoF, May 2005.


