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Abstract—While BGP routing datasets, consisting of
raw routing data, are fr eely available and easyto obtain,
extracting any useful information is tedious. Curr ently,
reseacher and network operators implement their own
custom data processingtools and scripts. A single tool
that provides easyaccessto the information within large
raw BGP data-setscould be used by both communities to
avoid re-writing thesetools eachtime. Mor eover, providing
not just raw BGP messagesput some commonly used
summary statistics as well can help guide deeper custom
analyses.Basedon theseobsewations this paper describes
the rst stepstowards building a scalabletool. We describe
the various techniques and algorithms we have used to
build an ef cient generic tool called BGP-Inspect. When
dealing with large datasets,datasetsize,lookup speed,and
data processingtime are the most challenging issues.We
describeour implementations of chunked compressedles
and B+ treeindices that attempt to addresstheseissues.
We then provide an evaluation of our implementations.
Finally, we provide some example scenarios and case
studieswhere BGP-Inspect can provide useful insight into
the managementand operation of complex BGP based
networks. An ef cient and exible back-end custom BGP
messagealatabase coupledwith an intuiti ve and easyto use
web-basedquery front-end makes BGP-Inspect a unique
and powerful tool.

. INTRODUCTION

Route Views [1] and RIPE [2] provide someof the
most extensie routing datasetsvailable. Eachof those
archivesprovide raw datacollectedfrom peeringsitesin
Europeand North America. The Route Views archives
date back to 2001, while the RIPE archives date back
to 1999. Togethey these archives comprise the most
extensive collectionsof datarelatedto the operationand
performancef the BGProuting protocolon the Internet.

While thesesourcegogetherprovide roughly 66G of
compressedaw data,thereis no easyway for the net-
work operationsor researchcommunityto extract even
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basicinformation quickly from the raw data.Obtaining
even basic information from the data requirescustom
scripts or tools that extract, collect, and analyze the
data. Answering simple questions,such as how mary
uniquepre x eswere announcedy an AS over the past
month, requiresthe developmentof custom tools by
each network operator Similarly, network researchers
attemptingto conductanalysison these datasetsface
the same problems. Moreover, most of the analyses
performedon thesedatasetsasksvery similar kinds of
guestion.

Thesebasicobsenationsregardingthe utility of raw
BGP routing data motivated us to implement a tool
called BGP-Inspect BGP-Inspectprovides the network
operationsaandresearclcommunitypreprocessedatain
an easyto use and consistentmanner It also provides
somebasicstatisticson querieddata.While it doesnot
answerall questionghat might be asled, we attemptto
build into BGP-Inspecthe ability to generatestatistics
for some common querieswhich can in turn help to
guidedeepernalysesThoughBGP-Inspects still under
development,the preliminary releaseattracteda large
amountof interestfrom the networking community It
also provided us with valuableinsightinto the needsof
researcherand network operators.

While attemptingto build this tool, we were faced
with several challengesThe primary challengeis build-
ing a systemthat can scaleto handle such large raw
input datasetsProcessindarge amountsof information
requiresthat we use carefully chosenalgorithms and
techniquesto ensurea scalablesolution. In this paper
we describesome of the techniquesthat helpedus to
implementa scalableBGP dataseprocessingand query
system.We hope that other researchergan make use
of our experiencesin their efforts to extract useful
informationfrom large BGP routing datasets.



Therestof this paperis organizedasfollows. Section
Il describesomerelatedwork in this eld, bothprojects
that provide BGP routing dataaswell as someprojects
that have run analysesn this data.Sectionlll describes
the overall architectureof the core messagerocessing
and query system,as well as speci ¢ techniquesthat
we usedto enhancethe scalability of our tool. We also
briey describethe userinterface that allows usersto
quickly query the processediata. SectionlV provides
results of our experimentsused to validate some of
optimizationmethodshat we useto build our processed
BGP messagedatabaseSectionV describesomesim-
ple casestudiesthat illustrate how BGP-Inspectcan be
usedto helpin BGP routinganalysisandnetwork opera-
tional tasks.Finally, SectionVI presentsur conclusions
and outlinessomeof our future work.

There are various public archives where researchers
canobtain BGP routing datasetsThe mostpopularand
extensive archives are maintainedby the University of
Oregon's RouteViews Project[1]. TheRouteViews data
archies containsdatagatheredfrom 40 BGP peers,at
various prominentlocations on the Internet. Togethey
thesearchivesprovide the mostcomprehensie collection
of BGP routing datasets.

While the Route Views datasetsare composedpri-
marily of measuringpointsin North America,the RIPE
archives [2] are composedof messagegollectedfrom
peersin variouspartsof Europe.Both RIPE and Route
Views provide accesgo raw datasetsAdditionally, RIPE
provideslimited 3 month datasetssia a query interface
aswell. Usingthe queryinterface,researchersanobtain
raw updatemessagefor their analysis A similar service
is provided by the BGP Monitor project at MIT [3].
However, both of theseprojectssimply provide access
to the raw messagesThereis no attemptto provide pre-
packagedjueriesor summarystatisticsbasedon the raw
datathat can guide network operatorsand researchein
their analysis.While it is possibleto usetheseservices
to obtainraw BGP dataabouta particularpre x or AS,
we then needto write scripts and parsersto answer
simple questionssuch as “how mary unique pre xes
were announcedby a pre x?”, or “how mary times
has the origin AS changedfor a particular pre x?".
BGP-Inspectis an attemptto provide answersto these
guestionsef ciently. Our goal in building BGP-Inspect
is to not only allow usersto query BGP archived data,
but to provide some simple analysisand statisticson
that dataas well. This cansene as a useful guide and
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a startingpoint for researcherand network operatorsin
their own detailedanalyses.

In addition to the raw datasetarchwves, there are
various projectsthat attemptto analyze BGP datasets
in order to gain insight into its operationon a large
scale,as well as attemptsto detectanomalousevents.
BGPlay [4] displays animated graphs of the routing
actiity of a specic pre x. BGPlay animationsaide
in the understandingof how various updatesaffect a
speci c pre x. Similarly, the LinkRank Project[5] at
UCLA attemptsto analyze BGP datasetsin order to
visualize BGP routing changesas well to deducethe
relative importanceof various AS paths.Various other
projects such as [6] [7] [8] [9] [10] [11] have also
attemptedo analyzeBGP performanceHowever, these
and other similar studiestend to focus directly on the
speci ¢ analysisthey are performinganddo not put any
emphasison building generictools. By building BGP-
Inspect,we areattemptingto provide a generictool that
canbe easilyusedandextendedby the network operator
aswell asthe network researclcommunity Someof the
techniguesand experienceghat we have describedcan
also provide valuable guidancetowards building other
toolsin a scalablemanner

[11. DATA MINING LARGE BGP ROUTING DATASETS

BGP-Inspecis composedf two parts.The rst is the
coreBGP messag@rocessingystemthatis responsible
for building a scalabledatabasehat storesBGP update
messages BGPdb The secondpart of BGP-Inspect
is the query API, the web interface, and the summary
statistics,that allows usersto extract information from
the messagealatabase.



A. ScalableBGP Database- BGPdb

Thoughother projectssuchas [2] have beenable to
usea standarddatabassuchasMySQL asthe back-end
for their system,discussionswith the operatorsof that
systemour own initial experimentsaswell asanecdotal
evidencerevealedthat it was dif cult to scaleeven a
simple databasecontainingjust information from BGP
messagedA genericdatabassuchasMySQL cannotbe
optimizedto be ableto effectively handlethe extremly
large amountsof raw BGP data.But we did'nt just want
to beableto simply storeraw BGP messagesye wanted
to provide usefulsummarystatisticson the dataaswell.
This led usto considera customdesignwhich we would
optimize to be specially suitable for the propertiesof
BGP messagesOur goal was to optimize query time
performanceand at the sametime be able to scaleto
handleextremly large volumesof data.

The architectureof our designis illustrated in Fig-
ure 1. The BGPdb core consistsof 3 databasesthe
updatemessagealatabasethe AS pathdatabaseandthe
community databaseln addition, there are per pre x
and per AS indicesthat referencethesedatabasesThe
indiceshelp speedup queriesof thesedatabases.

In orderto build BGPdbwe neededto procesdarge
amountsof BGP routing data. Doing this efciently
requiresus to optimize several different componentof
the overall system.Someof the key designfactorsare
disk usage,data loading ef ciency, query processing
time, and usability of the processediata.

To optimize disk usage,we eliminate redundang in
the BGP routing data. From experience,we know that
large numbersof updatemessagesharecommon elds,
thereforein BGPdb we store these elds separately

from our processedversionsof the update messages.

To further minimize the disk usage,we usea chunked
compressede to storethesedatabases.

Data loading and processingis an important com-
ponentof the overall system.In order to processthe
existing BGP datasetand corvert it into our format, we
needto processeachupdatemessagestorethe relevant
informationfrom it into our databasesnd nally update
our indices.To malke this procesanore ef cient we use
simple cacheghat storerecentlyusedinformation. This
speedsup the processof locating the relevant entry in
the ASPATH and COMMUNITY databases.

Query processingime is a key factor of the system.
The query interface is the public interface to BGPdb;
it will be useddirectly only by thoseusersperforming
custom analyses.Once again, we utilize the fact that
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most queriesare either pre x or AS basedto build B+
tree indicesthat speedup queries.

Last but not the least, we needto pay particular
attentionto the usability of the processedlata.We need
to ensurethat our processingsystemdoesnot abstract
out or deleteary informationfrom the original datathat
might be important.

In thefollowing subsectionsve provide furtherdetails
regardingthesekey componentof BGPdb

1) Chunled Compessedriles: Oneof the rst steps
towards corverting a large volume of datainto a more
manageablaizeis to eliminateredundany. In the case
of BGP routing updatemessageghereis an enormous
amount of redundantdata. Often, the only difference
betweenupdatemessagess in the timestampsat which
the messagesvas transmitted.This redundanyg implies
that the datais extremely compressible.

The raw dataarchives generallystoredatain a com-
pressedormat,howeverin orderto performary analysis
we needto both uncompresshe dataandrun queriesto
extracttherelevantportions.Thereis a tradeoff between
making dataeasily available and disk usage.

In an attemptto minimize the amountof disk space
and at the sametime have the ability to extract relevant
dataquickly, we have implementedchunked compessed

les. A chunked compressede is a le thatis divided
into sectionscalled chunks.Eachchunkis individually
compressedThe format of a chunked compressedle
is shovn in Figure 2. Eachchunkheadercontainsinfor-
mation that describeghe following compressedhunk.
This allows us to quickly identify which compressed
chunk containsthe relevantinformation. The last chunk
is maintaineduncompressetb speedup datainsertion.
The le headercontainsa referenceto this last chunk.
Thoughchunked compressedes give usslightly worse
compressiorratios than one would get by compressing
the entire le, they provide us with much needed e x-



ibility by allowing us to navigate and accessselected
portionsof the le without having to decompresparts
that are not required.

Data insertion into a chunked compressedle is a
simple operation. Data is only insertedinto the last
chunk of the le. As this chunkis uncompressedhe
insertoperationis simpleanddoesnot requireary other
modi cations to otherpartsof the le otherthanthe le
headerOncethelastchunkreaches presetimit of how
mary recordscan be insertedinto a chunk, that chunk
is then compressedind a nev uncompresseahunk is
createdfor new entries.

Querying for datain a chunked compressedle is
also fairly simple. Knowing the record id which we
are trying to accesswe start at the top of the chunk
le. We step through all the chunk headersand nd
the chunkthat containsthe recordid. Oncethe relevant
chunkis located,only this chunkis readinto memory
and uncompressedOnce uncompressedye can easily
nd therecordcorrespondingo the recordid. It should
be notedthat thoughthis is the currentimplementation,
it is perhapsnot the bestway to searchthroughthis a
large le; this linear searchcan be a performanceand
scalabilitybottleneckWe arelooking into alternatevays
of organizingthis information. One methodmight be to
createperweek chunlked les, this will limit how large
each le canget. This methodis similar to the approach
we usedto limit the sizeof our B+ treeindicesdescribed
in the next subsection.

The choice of the chunk-sizeis a key parameterin
constructingan efcient chunked compressedle sys-
tem.Thelargerthe chunk-sizehebetterthecompression
ratio would be. However, therewould be a degradation
in query performanceas a larger chunk would needto
be decompressetb locate a single record. In the next
sectionwe describesomeexperimentsand discusshow
sensitie the achieved effective compressiomatiosareto
the choiceof this parameterWe alsodiscussthe impact
this hason query processing.

2) B+ Tree BasedIndices: Once we have reduced
the redundang in the datasetthe next stepis imple-
mentingan indexing schemeto ef ciently nd anduse
meaningful subsetsof this data. In the caseof BGP
update messages,nding message®riginating from a
givenAS or adwertisinga givenpre x arebothexamples
of meaningfulsubsetsWe utilize the fact that common
gueriesare mostly pre x basedor AS basedto build
our indices. In addition, we realize that most queries
will have a time component.After some preliminary
experimentswith various datastructureswe settledon

B+ treesasthe building blocks of our indices.

A B+ treeis a popularly usedindexing schemede-
signedto allow quick insertionandretrieval of key/value
pairs [12]. More importantly B+ trees are specially
useful for on-disk accessand are usedin mary le
systems.They have been extensvely studied and are
usefulfor quicklookups.A B+ treeis similarin structure
to a B treeexceptthatit containsa secondaryndex. This
secondndex allows lineartraversalof leaf nodeswhich
is suitablefor rangequeries.

Our implementatiorof the B+ tree usesthe date eld
of the BGP updatemessageasthe key. The value stored
alongwith the key is arecordid number This recordid
referenceghe actualupdatemessageavhich is storedin
the chunked compressedle describedin the previous
section.

Basedon our expectedcommoncasequerieswe build
two separatsetsof B+ treeindices.Onefor pre x based
gueriesand the other for AS basedqueries.A separate
index is generatedor eachuniquepre x, aswell asfor
eachAS. As new update les are loaded,eachupdate
messagés processedh turn. The B+ treecorresponding
to eachpre x referencedn a particularupdatemessage
is updatedto re ect the new entry. Similarly, the origin
AS is computedor announceanessagesandthe B+ tree
index for that AS is alsoupdated.

A simple pre x or AS basedquery would specify a
time rangefor which updatemessagesvere required.
Basedon the query pre x or AS, the appropriateB+
tree index is accessedand the relevant recordids are
obtainedby queryingthe index usingtime as the key.
These records are then read from the corresponding
chunked compressedes.

3) Input Data Processingand Caching: Due to the
large volumesof datathat we needto processthe data
processinghat we performon the raw input datamust
be optimized.

Input processingonsistof readingeachupdatemes-
sagefrom the raw BGP updatemessageles. A lookup
is performedto determinewhich peer originated that
message.This lookup determineswhich databasewe
will useto storethe nal processednessageWe have
3 separatehashtablesto cachefrequently usedvalues
for eachof the 3 databasesupdaterecord, ASPATH,
and COMMUNITY. From the input messageave extract
the ASPATH and COMMUNITY attributes. A lookup
is performedinto the the 2 hashtablesthat storethese
valuesto determinewhetherthis entry hasrecentlybeen
used.If it has,the hashtablesprovides the recordids
of the matchingentriesin the databasesOncewe have
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theseids a third hashtable lookup is performedon the
entire updaterecord, which includestheserecord ids.
This lookup determinesf the updaterecordexistsin the
updaterecord databaseor if it needsto be added.This
lookup returnsa single record id which identi es our
re-constitutedupdaterecord.

Oncewe have eitherinsertedthe updatemessagénto
the databasegr determinedvhich recordid indicatesthe
entryin the databasevhereit is stored,we thenproceed
to updateour B+ tree indices. From eachraw input
updatemessagave extractthe affectedpre x, the origin
AS, and the time of the announcementThesevalues,

togetherwith the recordid obtainedfrom the database

insert, are usedto updatethe B+ tree. The pre x/origin
AS indicateswhich B+ tree we should use, the time
eld is usedas the key, and the recordid is usedas
the value that is associatedvith thatkey. In sectionlV
we discussesomeexperimentalresultsthat indicatethe
effectivenessof our cachingscheme.

B. BGP DatabaseQuery Processingand Statistics
Theoverall designof BGP-Inspechasbeenmotivated

by the needto make queriesef cient. The BGP-Inspect

userinterface presentauserswith the option of running
2 differenttypes of queries.The rst type of queryis
calleda global query the secondtype of queryis called
araw dataanalysisquery A globalqueryis a querythat
summariedataacrossa wide rangeof data,whereasa
raw dataqueryis a querythatseeksdetailedinformation
aboutspeci ¢ AS numbersof pre xes. The basicquery
web front-endis shawvn in Figure 3. The top portion of
the pagedisplaysthe interfacefor global queries,while
the bottom half is for raw dataqueries.

Fig. 4. QueryResultsfor Most Active AS NumbersQuery

1) Global SummaryQueries: BGP-Inspectcurrently
providesa basicsetof ve global querieswhich canbe
runoveravarietyof time internvals. Thesequeriegresent
a datasummarydistilled out of large amountsof data.
The currently supportedqueriesare:

Most active AS numbers

Most active pre xes

Pre xesmostannounced

Pre xes mostwithdravn

Pre xeswith themostnumberof origin AS changes

A global query is composedby selectinga routeviews
peer a querytype, and a duration.For examplea valid
guerymight be: "as seenby Level 3, whatwerethe most
actve AS numbersover the last 3 days”. This query
will resultin a reply containinga table that lists the
top twenty mostactive AS numbersas obsered on the
routeviews peeringsessiorwith Level 3. Figure4 shovs
an exampleof the resultof this query The tablein the
gure shaws the top twenty most actve AS numbers
terms of the numberof updatemessagegeneratedoy
them. The table lists the AS number the AS name,as
well asthetotal numberof announcanessagefrom that
AS. A similar resultspageis generatedor the otherfour
types of queriesas well. As the other queriesare all
essentiallypre x basedqueriesthe resultingtable lists,
thetop twenty pre x esin eachcatagory, thetotal number
of announcemessagedor that pre x, the number of
withdrav messagesaswell asthe total numberof times
the origin AS of that pre x changed.
Globalsummarygueriesrequireusto collectstatistics
from a very large number of entriesin the database.
For example, a simple query of the most active AS
over the last seven days would require us to access
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databaseles for eachAS numberover all seven days
for eachrouteriews peer However, the static nature of
these queries helps us addressthis dif cult problem.
Thesequery resultsremain the sameacrossall users.
They are presentinga global overvien of BGP activity.
Basedon this obsenationwe canpre-computdéheresults
for thesequerieseachtime the databaseés updatedwith
new dataandsave the resultsin a separatele for quick
lookups at query time. The current version of BGP-
Inspectavailable at http://bgpinspect.merit.edupdates
the BGP messagelatabas@nceperday. Thesestatistics
areupdatedautomaticallyright after the databaseipdate
completes.

2) Raw Data Analysis Queries: Raw data analysis
gueriescanbe of threedifferenttypes:

AS number
Pre x
Pre x morespecic

Thesequeriesare composedn the bottom half of the
web basedquery interface. Users selecta routeviews
peer the query type, enterthe query value in the text
eld, and nally selectthe startandendtimesfor which
this query should be run. For example a valid query
might be: "as seenby Level 3, what were the update
messageannouncementsriginatedby AS 237 between
July 25thandAugust1st2005”. This querywill resultin
areply thatlists all of the updatemessagestoredin the
messagelatabasdn additiona summarystatistictableis
shown at the top that summarizesomebasicproperties
of the reply dataset. A simple graph at the top of the
page presentssome basic per day activity information
aboutAS 237. An example of the resulting pagefrom
this queryis shovnin Figure5. The gure shovsthatAS

237 announced total of 45 uniquepre xesin atotal of
137 updatemessagesiuring the query duration. Some
of the other dynamically computedsummarystatistics
include,total numberof updatemessage queryreply,
numberof uniquepre x esandAS numberscompletdist
of uniquepre xesandAS numbersminimum/maximum
ASPATH length,andthe queryrun time.

Raw data analysisqueriesare fundamentallydiffer-
ent from global queries.Rav dataqueriesdynamically
accessthe BGP messageslatabasdn order to extract
the relevant updatemessagesrThis is where our use of
B+ treesenablesus to rapidly run queriesthat would
result in large responseset. AS queriesare generally
simpler we simply usethe AS numberprovided by the
userto determinedirectly which AS B+ tree we should
guery Pre x queriescanbe morecomple, for example
userscanaskfor not only a speci ¢ pre x, but alsoary
pre x esthat are more speci ¢ than the one they query
for.

In orderto quickly locateboth the B+ tree associated
with a particularpre x along with thosemore speci c
pre xes, we use a binary index le naming scheme.
Using our schemegachperpre x B+ tree le is named
with the binary equivalent of that pre x. With this
corventionin placelocating a particularpre x is fairly
straightforward; we corvertthe querypre X into binary
and usethat as the B+ tree lename. For a query that
wasattemptingto look for morespeci ¢ pre xes,we can
usethebinary lenamesto determinewhich pre xesare
more speci ¢ thanthe query pre x.

Most querieshave an associatedime rangecompo-
nent. We use B+ tree lookupsto quickly determinethe
startandendrecordmatchesin orderto extractthecom-
pletesetof all therecordsin thisrange we simply follow
the links betweenthe recordsfrom the start time until
we reachthe end time. The following sectionpresents
experimentaresultsthatillustratethe performancef our
B+ tree query processingmplementation.

IV. EXPERIMENTS AND ANALYSIS

In this section,we describesome experimentsand
measurementthat we have conductedn orderto eval-
uatethe performanceof our implementatiorof the BGP
updatemessagedatabaseWe used Route Views BGP
datasets[1] for the month of January 2005. Different
portionsof this monthlong datasetvere usedas neces-
saryto evaluatedifferent partsof BGPdb

The Route Views datasetscontain BGP information
collectedfrom 40 differentpeers.For our evaluationwe
focusedoninformationfrom thefollowing 5 majorpeers.
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Table | shows the numberof messagegprocessedor
all 5 peers,for eachweek in our dataset.In all, the
4 week datasettontains10.01 Million updatemessages
from the 5 peerslisted above. It is importantto keep
theseper week messagesountsin mind as we examine
the performanceof BGPdb For example, week 4 has
more than doublethe numberof messagesomparedo
week 1 which needsto be factoredinto our analysisof
the results.

Week | Messages Cumulatve MessageCount
1 1.74M 1.74M
2 2.44M 4.18M
3 2.15M 6.33M
4 3.68M 10.01M

TABLE |
THE INPUT DATA SET

A. Evaluationof Chunled Compessedrile Medhanism

Our rst set of experimentsattemptedto examine
the chunk-sizeparameterassociatedwvith our chunled
compressede implementationThe chunk-sizeparam-
eter controls the numberof recordscontainedin each
compressedhunk. The larger the chunk-size the better
the compressiomatio will be, however, the larger chunk
size will also result in a much larger uncompressed
last-chunk.We ran experimentsusingthe rst 2 weeks
of January2005 as the input dataset.For each run
we usea different chunk-size.For eachexperimentthe
compressiorratio achieved is recorded Figure 6 showvs
a graphof theserecordedcompressiomatios. The graph
shonvshow the lesize grows asafunctionof thenumber
of messagegrocessedAs expected,the two largest
chunk sizesshav the greatestcompressiorratios, and
the resultsfor a chunk-sizeof 2048 and 4096 records
perchunkarevery similar. Therefore it seemsa chunk-
size of 2048is adequatdor our input data.

B. EvaluatingB+ TreeIndices

The goal of the B+ treeindicesis to quickly returna
setof recordsqueriedby pre x or AS while minimizing
the amount of extra storagespaceused.Once again,
the conicting goals of small storagespaceand fast
lookups drive the parameterselection.Our secondset
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Fig. 6. ChunkSizesvs. File Size

of experimentsattemptedto evaluatethe sensitvity of
index sizesand query speedsfor 5 different valuesof
block sizes.For this setof experimentsve usedthe rst
2 weeksof January2005asthe input dataset.

For eachblock size,we load the 2 weekinput dataset
andgeneratehe B+ treeindices.After the load hasbeen
completedthe overall size of the databaseandthe time
to query the entire range of the databases recorded.
For our experimentswe ran queriesfor the 5 largestAS
indicesover the entire 2 weekdatasetesultingin a total
of 130K returnedentries.The total time to returnthese
entrieswas also recorded.Since the time to query the
entire databases the worst casequery it representsa
good benchmarkio determinethe speedof the B+ tree.
The sizeof the databasés measuredo determinewhich
block size minimizesdisk use.

Block Size | Total QueryTime | DatabaseSize
512 0.241593s 6,114M
1024 0.174691s 6,092M
2048 0.147330s 6,070M
3072 0.142825s 11,802M
4096 0.133109s 11,800M
TABLE I

B+ TREE QUERY PERFORMANCE

Tablell summarizesheresultsof our experimentsAs
the block size increaseghe time to query the resulting
indicesalso decreasedJsing a larger block sizeresults
in moreshallov B+ treesresultingin fasterquerytimes.
However the size of the resultingdatasetrst decreases
then increasesas the block size increasesFor smaller
valuesof block size increasingthe block size resultsin
fewer nodesbeing created resultingin savingsin terms
of size. For larger valuesof block size, increasingthe
block size only resultsin more empty slotsin the tree.
Basedon the above data,the choiceof 2048asthe block



size seemsto be appropriatefor our input datasetasit
providesthe bestcompromiseébetweerdatabassizeand
guerytime.

C. Impactof Caching

Cachingplaysan extremelyimportantrole in enhanc-
ing the performanceand scalability of BGPdb This is
becauseof the large similarities that exist betweenraw
updatemessageinside the BGP datasetsBGPdbuses
caching to speedupboth record insertion as well as
gueries

Our initial cachingschemewas a simple one level
schemewhere we would cachethe entire BGP udpate
message.This method required very large cachesto
achiee even small hit rates.To x this shortcoming,
the messagesvere broken into 3 parts and each part
was cachedon its own. We then ran experimentsto
evaluate and measurethe effectivenessof our caching
schemeusinga datasecomposedf the rst two weeks
of January2005. The resultsof are shovn in Tablelll.

In addition to the speedup in data insertion and
gueries,a cachealso helps us to decreasalisk usage.
As we cacheentriesthatwe have inserted future entries
simply refer to the earlier entry. The impact shown in
Table Ill upon storagecostsis signi cant. In addition,
Table Il describesour cachehit ratios. The cachethat
storesCOMMUNITY information from the raw BGP
updatemessage$asa 99% hit rate. The resulting le
sizewasonly 100K insteadof the expected126M. This
clearly indicatesthe importanceof usinga cache.

Type Hit Bytes | Database| Compression
Ratio | Saved Size Rate
Update %42.14| 210M 93M %75.82
AS Path | %69.24 | 139M | 15.2M %75.85
Community | %99.23 | 126M 100K %93.37
TABLE llI
SUMMARY OF CACHING IMPACT
D. Scalability

While attemptingto characterizethe scalability of
BGPdb, we attemptedto determineif there was a
slowdown in our messageprocessingrate over time.
Figure 8 shavs the performanceof BGPdb over a 1
monthlong input datasetThis datasetrequiredroughly
24 hours to processand corvert into our modi ed
format. The graphsin the middle of Figure 8 shawvs
the time taken to processhblocksof 10,000BGP udpate
messagefrom the rav BGP datasefbover time. Initially
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we were concernedby the large spikes in the graph,
however detailedexaminationrevealedthat thesespike
were perfectly correlatedwith spikesin the numberof
databaseand index insertions.This implies that these
spikesare actually a resultof increasedprocessindgoad
on BGPdb by those particular update messagesThis
probablyindicatesBGP messagesvherea single mes-
sageannouncear withdren a large numberof pre xes.
Basedon Figure8 BGPdbseemsdo be performingfairly
well thoughit doesnot appearto be completelyscalable
yet. We are still investigatingparticular enhancements
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to the currentsystem,asdescribedn Sectionlll.A.1 on
chunked compressedes, which we believe will further
improve performance.

The B+ tree basedindices in BGPdb appear to
scaleextremely well. Figure 7 shaws the rate at which
messagesvere insertedinto the B+ tree indices as a
function of thetotal numberof messageprocessedThe
performanceseemdo be fairly steadyimplying stability
in the performanceover time.

E. External Factors

Building a scalableBGP datasetprocessingsystem
is a dif cult task.Aside from the needto useef cient
techniquesand algorithms we also needto be aware
of and work around several external factors that can
have animpacton the performanceof our system.Since
the processesre likely to be I/0O bound,someof the
key factorsbeyondthe designthatimpactscalabilityare
lesystem choice (ReiserFS,ext3, or HFS+), and disk
speed.We ran several experimentsto shedsomelight
on thesefactors.

Figure 9 shavs a comparisonof the performanceof
BGPdbwhendifferent lesystemsare used.We experi-
mentedwith ReiserFSHFS+, andext3. It is interesting
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Fig. 11. Raw DataQueryfor AS9121

to note that the performanceof ReiserFSand HFS+ is
similar, which ext3 performsconsiderablyworse.

The BGPdb messageprocessingsystemusesa large
number of index les. This brings to light some in-
terestingtradeofs which in uence our systemdesign.
Initially, we basedour designon maintainingsingle per
pre x and perAS indices, however, as these les get
large performancedegrades.Next, we moved to using
perweek index les for theseindices. However, this
now resultsin the creationof a large numberof inodes.
Interestingly ReiserFSlesystem performanceseemso
deteriorateas a large numberof les are createdwithin
a single directory The next step was to createthese
perweekindicesin separatalirectories,which resulted
in a much more scalablesystem.Figure 10 shows the
performanceof BGPdbin terms of insertions/se@s a
function of the numberof messagediMeekly boundaries
canbeclearlyseenin the graph.Eachtime we startusing
a new directory performancamprovesand dropsasthe
numberof les in that directoryincrease.

V. CASE STUDIES

In this sectionwe illustrate with the help of specic
exampleshow BGP-Inspectanbe usedto help identify
anomalousrouting events,as well as for forensicanal-
ysis. We usetwo examples,the AS9121 route leakage
incidentfrom December24th 2004,anda pre x hijack-
ing eventon February10th 2005.



Fig. 12. Raw DataQueryPre®x35.0.0.0/8

A. RoutelLeakaye — AS9121Incident

The AS9121routeleakagencidentis oneof the most
recentexamplesof widespreadBGP instability caused
by a single mis-con gured BGP session.At roughly
9:20 UTC on December24th, 2004,AS9121 beganre-
originating a large numberof globally routed pre xes.
We loadeddataobtainedfrom routeviews for this time
period (Dec 22th and Decembei25th) into BGP-Inspect
andattemptedo determinehow BGP-Inspectnighthave
provided valuableinformation aboutthis event.

Oneof the earliestsignsof trouble emegeswhenwe
examine the global summary query results for "Most
Active AS Numbers” for the last two days. AS9121
showns up on this list at number11. This is the rst
indication of potential problem. Next running a raw
dataquery for routesiews peer AT&T, for AS number
9121, over the time period December23rd 2004 to
Decembe25th 2004, we seethat AS9121is originating
5628 unique pre xes in a total of over 20K update
messageskigure 11 shows the query result page.This
by itself doesnot indicateanomaloudehaior, we need
to know what the behaior of this AS is like on other
days. Therefore,next we repeatthe query for the time
range December22nd 2004 to December24th 2004.
This shavs, AS9121only originating17 uniquepre xes
with only about50-150 updatemessageper day This
clearly establisheshat AS9121is exhibiting anomalous
behaior on December24th.

The next step for a network operator might be to
determineimpact on their own networks. Returningto

the main query page and running a raw data query
on their speci c pre x would return this information.
Figure 12 shavs an examplewherewe ran a query for
the pre x 35.0.0.0/8for the time period December24th
2004 to December25th 2004. The top portion of the
gure displaysa summarygraphthat showvs that there
were two BGP announcemessagedor this pre x on
December24th. The bottomportion of the gure shaws
atablecontainingsummarystatisticsor our querywhich
clearly lists that this pre x wasannouncedy 2 unique
origin AS numbers.It also lists this pre x as being
originatedoy AS 9121andAS 237 overthequeryperiod.
This shows us that this pre x was indeed affected by
this incident, atleastas seenby AT&T. Repeatingthis
query for other routeviews peersshows that only AOL
andSprintreportthis pre x ashaving beenoriginatedby
2 origin AS numbersLevel 3 andGlobal Crossingonly
seethis pre x originatedby AS 237 which is correct
origination for this pre x. This example demonstrates
thatby runninga sequencef queriesusingBGP-Inspect
a network operatoris easily able to obtain information
aboutroutinganomaliesyhetherthey areimpactedby it
and someestimatesabouthow widespreadhe anomaly
is. This combinationof functionality and easeof useis
not availablevia ary of the existing BGP tools.

Using BGP-Inspectit is possibleto easily perform
even more detailedanalysisof this event. For example,
by repeatingour raw data query for AS 9121 for the
time rangeDecembeR4thto Decembe5th for various
routeviews peers,and checkingto seethe number of
unique pre x es originatedby this AS number we can
seethatsomenetworks, wereaffectedto a muchsmaller
degreethanothers.The Sprint routeviews peerinforma-
tion for example shovs AS 9121 as having originated
8K uniquepre x es, Global Crossingshavs 7.5K, AOL
12K, and Level 3 only 3.7K unique pre xes. We can
perform even more detailed analysisof the event by
modifying the query time intenal. By changing our
guerytime interval to querydatafor 1 hourintenals,we
seethatthereappearo have beentwo separaténcidents
not just one. The rst incident occurredbetweenthe
hours of 9-10 UTC and the secondincident between
the hoursof 19-20.TablelV lists the numberof unique
pre xesannouncedy AS9121asseenby the SPRINT
routeviews peer

It should be noted that not only does BGP-Inspect
list the summarystatisticswe have cited in the previous
analysisput it liststhecompleteupdatemessageaswell
includingtime of announcementhesetof pre x esin the
updatemessagethe ASPATH, and the COMMUNITY.



This providesvaluableinformationthatcanhelpidentify

potential sourcesof routing anomalies.Providing net-

work operatorswith this powerful capabilityin an easy
to useform canhelp enhancehe securityandrobustness
of the Internet.

B. Pre x Hijacking

Our secondexampleis basedon an accidentalroute
hijackingincidentthat occurredon Februaryl10th, 2005.
A classC pre x 207.75.135.0/24vas announcednto
BGP by AS 2586. This pre x is actually part of the
larger 207.72.0.0/14inderthe control of AS 237.0Once
again, we try to shav how BGP-Inspectcan help in
the analysisof suchevents.The querytype mostuseful
for this type of an eventis a raw dataanalysisquery
of type "pre x more specic”. This queriesthe BGP
messagalatabasdor all pre xesmore speci ¢ thanthe
one speci ed. In this casethe query is for the pre x
207.72.0.0/14The resultingresponsepageis shavn in
Figure 13. The summarystatistictable at the top of the
pageclearlylists, thattherewere2 pre x esthatmatched
thisquery It listsboththe/14 aswell asthemorespeci ¢
124 pre x. It alsoshows thatthereweretwo uniqueAS
numbers237 and 2586 originating thesepre x eswhich
is anindicationof a potentialpre x hijack event.Next in
orderto determinethe scopeof this event,we repeatour
gueryon the differentrouteviews peers.We seethat this
pre x hijack wasindeedvisible in all thosenetworks.

Closer examinationof the updatemessagedisted in
the BGP messagé¢able,we areeasilyableto identify the
speci ¢ update messagethat causedthe pre x hijack.

Time (UTC) | Numberof Unique Pre®es
07-08 0
08-09 0
09-10 4604
10-11 56
11-12 804
12-13 56
13-14 196
14-15 159
15-16 34
16-17 92
17-18 54
18-19 172
19-20 4496
20-21 229
21-22 15
22-23 0

TABLE IV

NUMBER OF UNIQUE PREFIXES ORIGINATED PER HOUR BY
AS9121 oN DECEMBER 24TH 2004

Fig. 13. Raw DataQueryfor Pre®x207.72.0.0/14andMore Speci®c
Pre®es

In this casethere was an updatemessageat 11:48:28
which mistalenly announcedhe /24 pre x. Querying
BGP-Inspectfor AS 2586 for Feb 7th 2005 to Feb
13th 2005, showvs who the originator is. It also reveals
that on Feb 20th 2005, they originated80 BGP update
messagesyhereaghey usually only originatelessthan
10 messagegper day This seemdto indicatea possible
routerrecon guration.Also listed is the withdrav mes-
sageat 19:22:14which reverted the mis-con guration.
This exampleshavs how network operatorscan bene t
by having a globally accessiblerepository of easyto
guery BGP updatemessages.

C. CommonNetworkManagementTasks

Common network managementasks are easily ac-
complishedwith BGP-Inspect.Propertiessuch as con-
nectvity, historical origin AS, and average BGP UP-
DATE frequeng are quickly determined Eachof these
propertiesare determinedoy setting2 dialog boxes, en-
teringa singlevalue,andclicking a button. For example,
how eachof the loadedpeersget to a specic pre x
involvesselectingall interesteeersselectinghequery
type (Pre x-Exact),enteringthepre x, selectinghedate
range,and, nally, submittingthe query The response
will shov an aggr@ateview, shaving the frequeny of
update messagesecieved at each peer (for the given



pre x), andtabsfor eachpeer giving a full accountof [2]
updatemessagerecieved. Theotherpropertiesareeither
infered from this responseor completedin a similar
way. While the type of information presentedfor day 4]
to day network managements not unique, the speed [5]
and easeat which BGP-Inspectdeliversthe information

is optimized. [6]

(3]

V1. CONCLUSIONS AND FUTURE WORK

Therehasbeenanincreasingawarenes®f theneedto  [7]
usedatacollectionandanalysisto studythe performance
of various Internet protocols. This has resultedin the
deploymentof large scaledatagatheringinfrastructures.
However, it is dif cult to extractusefulinformationfrom
large raw datasetsAnalyzinglarge datasetsequiresone (9]
to usetools, techniquesand algorithmsthat are able to
scaleto handlesuchlarge input datasets.

In this paperwe have describedour experiencein [10]
attemptingto build a scalabletool for mining large BGP
routing datasetaswell asin building an effective query
mechanisnfor this information.In particular the useof [11]
chunked compressedles and B+ tree indices enables
us to balancethe needfor compressinghe datawhile
allowing us to extract information quickly via scalable [12]
gueries.The use of an extremely simple and intuitive
interfaceto composepowerful queriesis alsoimportant. (13]
BGP-Inspectprovides not only raw updatemessage [14]
responsdo queries,but also computesstatisticswhich
summarizethe information. We hope our experiences
will provide a valuable guide to others attemptingto
build similar systemsWe have describedsomeexample
scenarioswhere BGP-Inspectprovides valuable infor-
mation about anomalousevents easily Current BGP
tools lack the ability to allow such powerful analysis
of anomalousaventsin suchan easyto usemanner

We have releasechn initial versionof our tool, BGP-

Inspect [13], [14] and have receved valuable feed-
back from the network researchand operator com-
munities regarding its featuresand usability We are
incorporating this information into the next release.
BGP-Inspectis currently available via our website
http://bgpinspect.merit.edlt.is updatecon a daily basis.
We are continuingto investigatethe scalability of both
the BGP-Inspectback-endupdatemessagealatabaseas
well as the query front-end. We are also working on
adding addition query capabilitiesand statisticswhich
will sene to further enhancats utility.

(8]
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