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Session Rules of EtiquetteSession Rules of Etiquette

•• Please turn off your cell phone/pagerPlease turn off your cell phone/pager

•• If you must leave the session early, please do so If you must leave the session early, please do so 
as discreetly as possibleas discreetly as possible

•• Please avoid side conversations during the Please avoid side conversations during the 
sessionsession

Thank you for your cooperation!
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Goals of this case studyGoals of this case study
•• The IT Vision at WMUThe IT Vision at WMU
•• Initiatives, intentions and the resulting impactInitiatives, intentions and the resulting impact
•• Time lines that drove the processTime lines that drove the process
•• Building the necessary infrastructureBuilding the necessary infrastructure
•• Business process managementBusiness process management
•• The collaborative challengeThe collaborative challenge
•• LifeLife--cycle definitioncycle definition
•• A new way of provisioning a userA new way of provisioning a user
•• Lessons learnedLessons learned
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Background on WMUBackground on WMU

•• Carnegie Comprehensive Doctoral InstitutionCarnegie Comprehensive Doctoral Institution
•• Seven CollegesSeven Colleges
•• Six Regional CampusesSix Regional Campuses
•• 26,000 Graduates and Undergraduates26,000 Graduates and Undergraduates
•• 3,500 Faculty and Staff3,500 Faculty and Staff
•• Business Technology Research ParkBusiness Technology Research Park
•• The Broncos!The Broncos!
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The VisionThe Vision
•• Building the network infrastructure Building the network infrastructure –– President President 

HaenickeHaenicke
•• Then came Wireless Western and strongly Then came Wireless Western and strongly 

recommended laptop program recommended laptop program –– President FloydPresident Floyd
–– Anytime, anywhere access to resourcesAnytime, anywhere access to resources

•• A better eA better e--communication infrastructurecommunication infrastructure
–– MultiMulti--platform, open source, endplatform, open source, end--ofof--life systemlife system

•• A new Student Information System A new Student Information System –– a competitive a competitive 
advantage advantage –– President BaileyPresident Bailey

•• Take advantage of the built infrastructureTake advantage of the built infrastructure
–– new applications to launch an overnew applications to launch an over--arching solution for arching solution for 

identity managementidentity management
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InitiativesInitiatives

•• Electronic Communications (ECI)Electronic Communications (ECI)
–– Various phasesVarious phases
–– Sun Center of ExcellenceSun Center of Excellence

•• Student Information System (SIS)Student Information System (SIS)
–– Banner Banner –– Luminis Portal Luminis Portal –– TracDatTracDat –– iWebfolioiWebfolio ––

CognosCognos -- TouchNetTouchNet

•• Identity Management (Identity Management (IdMIdM))
–– SpinSpin--off of ECIoff of ECI
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Electronic Communication Electronic Communication 
Initiative (ECI) Initiative (ECI) -- IntentionsIntentions

•• Phase IPhase I
–– Implement enterprise directory, messaging and calendar Implement enterprise directory, messaging and calendar 

solutionsolution

•• Phase IIPhase II
–– Implement Implement MetaMeta directory, as well as web and portal servicesdirectory, as well as web and portal services

•• Phase IIIPhase III
–– Other Sun One (JES) applications Other Sun One (JES) applications –– portal, IM, etc.portal, IM, etc.

•• Take advantage of Take advantage of WireleessWireleess Western to deliver eWestern to deliver e--
communications to mobile devicescommunications to mobile devices
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ECI ECI -- IntentionsIntentions

•• Phase IPhase I
–– Migrate existing UNIX eMigrate existing UNIX e--mail usersmail users
–– Changing conventionsChanging conventions

•• firstname.mi.lastnamefirstname.mi.lastname vs. username@ deliveryvs. username@ delivery
•• No forwarding offNo forwarding off--campuscampus
•• Requiring all mail host on campus to use one mail gatewayRequiring all mail host on campus to use one mail gateway
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SIS InitiativeSIS Initiative
•• Replace an aging mainframe student information Replace an aging mainframe student information 

systemsystem
•• Eliminate Social Security numbersEliminate Social Security numbers
•• Budget challengesBudget challenges
•• Capitalize on the opportunity to address data access Capitalize on the opportunity to address data access 

and securityand security
•• Take advantage of a portal solutionTake advantage of a portal solution
•• Integrate into a Course Management SystemIntegrate into a Course Management System
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SIS SIS -- IntentionsIntentions
•• GoWMU.wmich.eduGoWMU.wmich.edu –– portal deliveryportal delivery

–– SSO (Single SignSSO (Single Sign--on) capabilitieson) capabilities
•• Seamless access to Banner SelfSeamless access to Banner Self--ServeServe
•• Seamless access to WebCTSeamless access to WebCT
•• Seamless access to ECSSeamless access to ECS
•• Seamless access toSeamless access to……

•• Advancement of current portal capabilitiesAdvancement of current portal capabilities
–– Beta test Parallel Deployment (multiBeta test Parallel Deployment (multi--server)server)
–– Installed PD in February 2006Installed PD in February 2006
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Identity Management (ECI Identity Management (ECI ––
Phase II) Phase II) -- IntentionsIntentions

•• The provisioning/deThe provisioning/de--provisioning challengeprovisioning challenge
–– More granular control of access to servicesMore granular control of access to services

•• Provide a new identifier on the campus ID cardProvide a new identifier on the campus ID card
–– Elimination of SSN on magnetic stripeElimination of SSN on magnetic stripe

•• Take advantage of the capabilities to better integrate Take advantage of the capabilities to better integrate 
SIS with Course Management with Luminis portal SIS with Course Management with Luminis portal 
withwith……
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The Impact!The Impact!
Old Provisioning Model from the 50,000 foot viewOld Provisioning Model from the 50,000 foot view
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Initiative TimelinesInitiative Timelines
•• ECI Kickoff Summer 2003ECI Kickoff Summer 2003
•• SIS Kickoff Winter 2004SIS Kickoff Winter 2004
•• ECI implementation Spring 2004 with phased in services ECI implementation Spring 2004 with phased in services 

throughout the yearthroughout the year
•• Portal Portal –– Summer 2004 with SSO to selfSummer 2004 with SSO to self--serve applications serve applications 

Winter 2005 and content management (LCMS) starting March Winter 2005 and content management (LCMS) starting March 
20062006

•• IdMIdM Kickoff Winter 2005 Kickoff Winter 2005 –– implementation in progressimplementation in progress
•• The initiative rollout determined the order and urgency with theThe initiative rollout determined the order and urgency with the

collaborative dialog of the various stakeholderscollaborative dialog of the various stakeholders
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Project PlanningProject Planning
•• Professional ServicesProfessional Services

–– Sun and SCTSun and SCT
–– Meeting the project time lines Meeting the project time lines andand the daythe day--toto--day day 

tasks/responsibilitiestasks/responsibilities
•• Altering the time line to accommodate the universityAltering the time line to accommodate the university’’s s 

bureaucracybureaucracy
–– ““StopsStops”” between the design and implementation between the design and implementation 

phasephase
•• Running parallel pathsRunning parallel paths



Merit Member Conference
June 2007

Infrastructure building blocksInfrastructure building blocks

•• Single enterprise UserID Single enterprise UserID –– ““Bronco NetIDBronco NetID””
•• KerberosKerberos
•• LDAP LDAP –– Sun JES Directory ServerSun JES Directory Server
•• ““LegacyLegacy”” provisioning servicesprovisioning services
•• Multiple webMultiple web--authentication schemesauthentication schemes
•• ID CardID Card--driven authentication services + selfdriven authentication services + self--serve serve 

kioskskiosks
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Services built on that Services built on that 
infrastructureinfrastructure

•• EE--mail mail –– ((imapimap, , smtpsmtp, webmail), webmail)
•• Student/faculty web pages (Student/faculty web pages (homepages.wmich.eduhomepages.wmich.edu))
•• WebCT eWebCT e--learning systemlearning system
•• Interactive systems (OpenVMS, UNIX)Interactive systems (OpenVMS, UNIX)
•• Departmental systems Departmental systems –– Parking, Residence Halls, etc.Parking, Residence Halls, etc.
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Services not built on that Services not built on that 
infrastructureinfrastructure

•• Netware file and print (to be added)Netware file and print (to be added)
•• Windows Active Directory services (to be added)Windows Active Directory services (to be added)
•• Institutional database servicesInstitutional database services
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Secure infrastructureSecure infrastructure
•• Three(plus)Three(plus)--tier networktier network

–– Tier 0 Tier 0 –– Internet and Residence Hall NetworkInternet and Residence Hall Network
–– ---------- Cisco PIX Firewalls Cisco PIX Firewalls ----------
–– Tier 1 Tier 1 –– User Tier (User Tier (UntrustedUntrusted Clients)Clients)
–– ---------- Cisco CSS LoadCisco CSS Load--Balancer Balancer ------------
–– Tier 2 Tier 2 –– Application Services (DMZ)Application Services (DMZ)

•• User Services User Services –– imapimap, portal, etc., portal, etc.
•• Proxy ServicesProxy Services
•• Application Services Application Services 

–– ---------- Cisco CSS LoadCisco CSS Load--Balancer Balancer ------------
–– Tier 3 Tier 3 –– Secure Network ServicesSecure Network Services

•• Secure backSecure back--end (core LDAP, message store, Kerberos)end (core LDAP, message store, Kerberos)
•• Secure DatabasesSecure Databases

•• Cisco VPN (External access to secure services)Cisco VPN (External access to secure services)
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The new building blocksThe new building blocks

•• Sun JES (Communications Suite) Messaging and Sun JES (Communications Suite) Messaging and 
CalendarCalendar

•• Sun JES Identity Manager (formerly Sun JES Identity Manager (formerly WavesetWaveset
Lighthouse)Lighthouse)

•• SungardSungard Higher Ed Banner Self ServiceHigher Ed Banner Self Service
•• SHE Luminis Data Integration (LDI)SHE Luminis Data Integration (LDI)
•• SHE Luminis PortalSHE Luminis Portal
•• Blackboard Vista Blackboard Vista -- Banner IntegrationBanner Integration
•• New Student/Employee ID (no SSN)New Student/Employee ID (no SSN)
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Business process changesBusiness process changes

•• Official university email delivery Official university email delivery –– no forwards, etc.no forwards, etc.
•• ALL students admitted to University get a Bronco ALL students admitted to University get a Bronco 

NetIDNetID
•• RoleRole--based identitybased identity
•• ““LifeLife--cyclecycle”” of the identityof the identity
•• Need a Bronco NetID Need a Bronco NetID nownow to registerto register
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The collaborative effortThe collaborative effort

•• Collaboration brings IT all togetherCollaboration brings IT all together
–– Internal to the IT unitInternal to the IT unit
–– Internal to the organizationInternal to the organization
–– External to the organizationExternal to the organization

•• IT and the vendorIT and the vendor
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The collaborative initiativesThe collaborative initiatives

•• Services targeted to stakeholdersServices targeted to stakeholders
•• Electronic CommunicationElectronic Communication

–– Directory, Messaging and CalendaringDirectory, Messaging and Calendaring
•• Student Information SystemStudent Information System

–– GoWMU, GoWMU, iWebfolioiWebfolio, , TouchNetTouchNet, , CognosCognos
•• Identity ManagementIdentity Management

–– ID cards, provisioning, rolesID cards, provisioning, roles--based accessbased access
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The collaborative challenge The collaborative challenge ––
lessons learnedlessons learned

•• Educational processEducational process
–– Salesmanship and marketingSalesmanship and marketing

•• Take advantage of existing governing groupsTake advantage of existing governing groups
•• Formulation of new governing groupsFormulation of new governing groups
•• When contracting with professional services, allow time When contracting with professional services, allow time 

for acceptance/buyfor acceptance/buy--inin
•• Can never start the dialog too earlyCan never start the dialog too early
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LifeLife--cycle definitioncycle definition

•• Student lifeStudent life--cyclecycle
–– When is a student a student?When is a student a student?
–– How long to keep a student How long to keep a student ““aroundaround””??
–– What services are they entitled to at various stages of What services are they entitled to at various stages of 

their lifetheir life--cycle?cycle?
•• Who needs to answer these questions? Not IT!Who needs to answer these questions? Not IT!

–– Registrar Registrar –– Admission Admission –– International student International student 
servicesservices
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LifeLife--cycle definitioncycle definition

•• Faculty and staff lifeFaculty and staff life--cycle questionscycle questions
–– When is a new faculty member issued a Bronco When is a new faculty member issued a Bronco 

NetID?NetID?
–– When does a faculty/staff lose access to resources When does a faculty/staff lose access to resources 

when they retire, terminate employment, move to when they retire, terminate employment, move to 
another position,another position,……

–– What about those individuals What about those individuals ““looselyloosely”” associated associated 
with the university?with the university?
•• Contractors, Contractors, recrec center users,center users,……= affiliates= affiliates
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LifeLife--cycle definitioncycle definition

•• What about student employees? What services What about student employees? What services 
are they entitled to?are they entitled to?

•• What about What about ““guestguest”” to the University?to the University?
•• Who needs to answer these questions? Not IT!Who needs to answer these questions? Not IT!

–– Human Resources Human Resources –– ProvostProvost



Merit Member Conference
June 2007

An Identity Management (An Identity Management (IdMIdM) ) 
solutionsolution

•• Components of Sun Components of Sun IdMIdM productproduct
–– IdMIdM Database (Oracle)Database (Oracle)
–– Interfaces to LDAP and enterprise databasesInterfaces to LDAP and enterprise databases
–– Rules EngineRules Engine
–– SchedulerScheduler
–– Provisioning Agents/ListenersProvisioning Agents/Listeners
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Process flowProcess flow
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Still needed a better way of Still needed a better way of 
provisioning a userprovisioning a user

•• Does Banner need to start the process of a new user?Does Banner need to start the process of a new user?
–– Ultimately, yesUltimately, yes

•• Change in Bronco NetID formatChange in Bronco NetID format
–– License plate designLicense plate design

•• Need to accommodate faculty/staff account creationsNeed to accommodate faculty/staff account creations
–– PeopleSoft HR integrationPeopleSoft HR integration
–– Banner faculty assignments (SIBINST)Banner faculty assignments (SIBINST)
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After After IdMIdM –– from 50,000 feetfrom 50,000 feet

IDM

SCT
Banner

PplSoft
HR

LDAP

Luminis

WebCT

Kerberos

Targets
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Next StepsNext Steps
•• RealReal--time provisioning time provisioning –– no feedsno feeds
•• Federated Identity supportFederated Identity support
•• TwoTwo--factor authenticationfactor authentication
•• Integration of multiple SSO technologies into common Integration of multiple SSO technologies into common 

SSO platformSSO platform
–– WMU WMU WebLoginWebLogin ((NormCookieNormCookie) ) –– Sun Access Sun Access 

ManagerManager
–– Luminis CPIP useLuminis CPIP use
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Critical Success FactorsCritical Success Factors

•• TopTop--level supportlevel support
•• Vendor involvement and guidanceVendor involvement and guidance
•• Flexible product and project planFlexible product and project plan
•• Solid infrastructureSolid infrastructure
•• Being Being ““big picturebig picture”” but still attend to detailsbut still attend to details
•• RelationshipsRelationships
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Questions & AnswersQuestions & Answers
Thank You!Thank You!

•• Joel FletcherJoel Fletcher
–– Systems and OperationsSystems and Operations

•• joel.fletcher@wmich.edujoel.fletcher@wmich.edu

•• Greg LozeauGreg Lozeau
–– Planning and Middleware ServicesPlanning and Middleware Services

•• greg.lozeau@wmich.edugreg.lozeau@wmich.edu


