
Click to add textWiFi Gotcha List

Paul Groll, MS, CCSE, CISSP

Department of Information 
Technology, State of Michigan

Groll@Michigan.gov

Notes and Observations from 
Small Libraries, or 

Some tips on how to not suffer 
common mistakes with your 
new wifi install

Merit 
Member 

Conference

20 June 2007



State of Michigan • Department of Information Technology 2

From Vision to Action

2

Information Vacuum – WiFi dont’s

Google says:
public wifi 29,100,000
public wifi install 1,680,000
wifi install 1,650,000
“public wifi” 169,000
“library wifi” 15,100

“library wifi mistakes” did not match any documents
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Assumptions – The Ideal WiFi

Floors are all radio transparent
Range is always max, and walls don’t matter
Shelving is mostly empty space
Books are invisible
Anyone can manage the system

Pournelle’s Law  - you are “someone”
People are all nice and friendly
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Assumptions

We should offer full, unfettered access
a public network is an “open” network

Hardware is expensive; design small
We can work with what we have
Everyone wants the same thing online
Everyone needs to print
Today’s solution will meet foreseeable demand
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The Real World
Nothing is transparent but air

Murphy’s Inverse Law of Desire
People are the most expensive component

hardware cost is nearly zero over time
allow for sufficient design, scalability

Extra capacity – if you build it, they will come
the value of cold spares

Pure-bred solutions can save you a lot
troubleshooting and maintaining a mixed-vendor shop 
can wreck your TCO
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The Real World
BadGuys happen
Theft and vandalism – think ahead
Security is a moving target

keeping up takes time, time is money
Curb Surfing

Boat slips – preferential – only ones filled!
new legal issues arising – someone’s job?

Swamping the single segment
consider blocking some content – service packs, isos,  
etc.  - add segments for “special services”
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The Real World
Plan ahead for a lifecycle model; include funding
Dedicated email setup
Dedicated weather.gov setup
Board Policy issues – clarity in advance
Determine how to deal with neighbors

how open is “open”?
Talk through your scenarios – printing
Wireless is not the same as wire-free

especially conference and study areas, stacks
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The Real World
Expect the need to define everything

define “fast” and “slow”
be crystal-clear on the level of security

Use this community for Q&A
Merit lists, netsec, others
MichLib-L
Ask, ask, ask, decide (modern version of “measure 
twice, cut once”

Expect Change
you never know what might happen
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The Real World

Source: www.networkworld.com
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The Real World

Source: www.arstechnica.com



State of Michigan • Department of Information Technology 11

From Vision to Action

11

The Real World

Start Date:  Wednesday, 20 Jun 2007, 11:30:00am (Eastern Daylight Time)
Duration:  1 Hour, 30 Mins

Place:  OP Ctr-Drummond Island Conf Rm

Source: www.computerworld.com
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The Real World
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The Real World


