lIronPort Gateway
Security Products

Email Security
Appliances

lronPort is now vt
part of Cisco. CISCO.
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Spam Trends
Through October, 2008
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lIronPort Architecture
Inbound Security, Outbound Control

/'
INBOUND Spam Virus
SECURITY

Defense Defense
—
THE IRONPORT ASYNCOS™
EMAIL PLATFORM
/'
Data Loss Secure
OUTBOUND Prevention Messaging
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The IronPort SenderBase Network
Data Makes the Difference

150 Parameters \

e Complaint Reports

e Spam Traps

THREAT PREVENTION IN REAL TIME

» Message
Composition Data — — —
» Global Volume Data
 URL Lists - SenderBase
SenderBase Data Analysis/ Reputation Scores
« Compromised Data Security Modeling 210 to +10
Host Lists

* Web Crawlers

* |P Blacklists

& Whitelists

» Additional Data
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Stop More Spam

lIronPort Spam Defense

Senderbase Reputation

Filtering
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Block 90+% of Spam >99% Catch Rate
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Typical IronPort Results



Stop More Viruses
lIronPort Virus Defense

Multi-Layer Virus Defense

Virus Outbreak Filters Anti-Virus
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-zip (exe) files

-Zip (exe) files | qj,6 50 t0 55 KB |-Size 50 to 55KB

-“Price” in the
filename

Virus Outbreak Filters Advantage
Average lead time*..................coeee e, over 13 hours
Outbreaks blocked * ...........................175 outbreaks
Total incremental protection*................ over 94 days






